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Getting Started
1.1 About the IGS-9042GP

IGS-9042GP is managed redundant ring Ethernet switches with 4x10/100/1000Base-T(X)

ports and 2x100/1000Base-X SFP ports. The switch support Ethernet Redundancy protocol,
O-Ring (recovery time < 30ms over 250 units of connection) and MSTP (RSTP/STP
compatible) can protect your mission-critical applications from network interruptions or
temporary malfunctions with its fast recovery technology. And support wide operating
temperature from -40 oC to 75 oC. 1GS-9042GP can also be managed centralized and
convenient by Open-Vision, Except the Web-based interface, Telnet and console (CLI)
configuration. Therefore, these switches is one of the most reliable choice for

highly-managed and Fiber Ethernet application.

1.2 Software Features

B Supports Open-Ring interoperates with other vendors’ ring technology in open
architecture

B Supports O-Ring (recovery time < 30ms over 250 units of connection) and

MSTP(RSTP/STP compatible) for Ethernet Redundancy

Supports O-Chain that allows the device to operate in multiple redundant ring topologies

Supports IEEE 1588v2 clock synchronization

Supports IPV6 new Internet protocol version

Supports Modbus TCP protocol

HTTPS/SSH protocols for higher network security

Supports IEEE 802.3az Energy-Efficient Ethernet technology

Supports SMTP client

Supports IP-based bandwidth management

Supports application-based QoS management

Supports Device Binding security

Supports DOS/DDOS auto prevention

IGMP v2/v3 (IGMP snooping support) for filtering multicast traffic

Supports SNMP v1/v2c/iv3 & RMON & 802.1Q VLAN network management

Supports ACL, TACACS+ and 802.1x user authentication

Supports 9.6K bytes Jumbo frame

Multiple notifications during unexpected events

Configuration via Web-based ,Telnet, Console (CLI), and Windows utility (Open-Vision)

Supports LLDP Protocol

ORing Industrial Networking Corp 6
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1.3 Hardware Specifications

Redundant DC power inputs

4 x 10/100/1000Base-T(X) P.S.E ports

2 x 100/1000Base-X SFP ports

1 x console port

Operating temperature: -40 to 70°C

Storage temperature: -40 to 85°C

Operating humidity: 5% to 95%, non-condensing

Casing: IP-30

DIN-Rail and wall mounting enabled

Dimensions: 54.3 x 108.5 x 157.6mm (2.14 x 4.27 x 6.2 inch)

ORing Industrial Networking Corp
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Hardware Overview
2.1 Front Panel

The device provides the following ports on the front panel. The Ethernet ports on the switches

use RJ-45 connectors and the SFP module slots SC style connectors.

Port Description
SFP ports 2 x 100 /1000Base-X
Ethernet ports 4 x 10/100/1000Base-T(X) P.S.E coppoer ports
Console 1 x console port
/ O Resst 2]
PWR 1
9 == PWR1 2 Power LED
P 3 Power 1 LED
12 = = - ‘ Power 2 LED

R.M status LED
Ring status LED
Fault LED

G5

gl L]

Console port

Reset button
SFP ports

. Gigabit LAN ports

. Link/Act status LED for
Gigabit LAN ports

12. LNK/ACT LED for SFP ports

Consols

o
@O i
© 00 N oo 0o b~ 0N PP

10 100 T

11
10 -

=Y
o

=
=

G2

A A Al A

ORing Industrial Networking Corp 8



OR’ ng IGS-9042GP Series User Manual

2.2 Front Panel LED

LED Color Status Description
PWR Green On DC power on
PW1 Green On DC power module 1 activated
PW?2 Green On DC power module 2 activated

Device operating in Ring Master
R.M Green On

mode

On Ring enabled

Ring Green

Blinking | Ring structure is broken

Errors occur (i.e. power failure or port
Fault Amber On o
malfunctioning)

Gigabit Ethernet ports

On Port is running at 1000Mbps
Green
ACT/LNK Off Port is running at 10Mbps
Amber On Port is running at 100Mbps
SFP ports
On Port is linked

LNK/LNK Green

Blinking | Transmitting data

2.3 Top Panel

Below are the top panel components of the device:
1. Terminal blocks: PWR1, PWR2, Relay

2. Ground wire. For more information on how to ground the switch, please refer to 3.3.1

Grounding.

A
</

O Q * O O (&)
2 —1+—@ © 0 0 © © 0 0 ©

Frame Ground
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2.4 Rear Panel

On the rear panel of the switch sit three sets of screw holes. The two sets placed in
triangular patterns on both ends of the rear panel are used for wall-mounting (red boxes in the

figure below) and the set of four holes in the middle are used for Din-rail installation (blue box

in the figure below). For more information on installation, please refer to g&zR! FRAFIEIEIHR

JE - Din-rail Installation.

1. Wall-mount screw
holes
2. Din-rail screw holes

ORing Industrial Networking Corp 10
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Hardware Installation

3.1 DIN-Rail Installation

The switch has a DIN-Rail kit on the rear panel. The DIN-Rail kit allows you to fasten the switch

to a DIN-Rail. Installing the switch on the DIN-Rail is easy:

Unit=mm }- 2z LR -‘

r '

’17 10858 ——»

| azz2

=

|
[oooooo

Sz
-~

M
c|"_:|‘_. L 40.0 »

18.0 18.15 |

0

14.0
[
SRR .4

o

145.1

33.6
16.0
I-— 46.0 —v-!-— 45.0 _.-!

-
54.3

DIN-Rail Measurement (Unit = mm)

Installing the switch on the DIN-rail is easy. First, screw the Din-rail kit onto the back of the
switch, right in the middle of the back panel. Then slide the switch onto a DIN-rail from the

Din-rail kit and make sure the switch clicks into the rail firmly.

ORing Industrial Networking Corp 11
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3.2 Wall Mounting

Besides Din-rail, the switch can be fixed to the wall via a wall mount panel, which can be found
in the package.

Unit =mm }-"-‘2 Hi-‘

I A
o 000000 ¥ -
R . o r( | =
1"
— o o O
_T_ ...... PR I - PR — R3
> 18.0 18.15

1451
209.3

187.4

S
336

o
w5
5 14.0
=] ‘—4
= R TR M S T—
- o
=
o
-

| 54.3 I._ 1.0 __I

Wall-Mount Kit Measurement (Unit = mm)

To mount the switch onto the wall, follow the steps:

1. Screw the two pieces of wall-mount kits onto both ends of the rear panel of the switch. A

total of six screws are required, as shown below.

ORing Industrial Networking Corp 12



ORing

IGS-9042GP Series User Manual

2. Use the switch, with wall mount plates attached, as a guide to mark the correct locations of
the four screws.

3. Insert screws through the round screw holes (the red arrow as below) on the sides or
through the cross-shaped aperture (the green arrow as below) in the middle of the plate and
fasten the screw to the wall with a screwdriver.

4. If the screw goes through the cross-shaped aperture, slide the switch down before

tightening the screw.

Coonres ol

R R

=2}

53

[L-E LTS

[+

NN N

Note: Instead of screwing the screws in all the way, leave about 2 mm to allow room for sliding

the wall mount panel between the wall and the screws.

3.3 Wiring

WARNING

Do not disconnect modules or wires unless power has been switched
off or the area is known to be non-hazardous. The devices may only be
connected to the supply voltage shown on the type plate.

ORing Industrial Networking Corp 13
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ATTENTION

1. Be sure to disconnect the power cord before installing and/or wiring your
switches.

2. Calculate the maximum possible current in each power wire and common wire.
Observe all electrical codes dictating the maximum current allowable for each
wire size.

3. If the current goes above the maximum ratings, the wiring could overheat,
causing serious damage to your equipment.

4. Use separate paths to route wiring for power and devices. If power wiring and
device wiring paths must cross, make sure the wires are perpendicular at the
intersection point.

5. Do not run signal or communications wiring and power wiring through the
same wire conduit. To avoid interference, wires with different signal
characteristics should be routed separately.

6. You can use the type of signal transmitted through a wire to determine which
wires should be kept separate. The rule of thumb is that wiring sharing similar
electrical characteristics can be bundled together

7. You should separate input wiring from output wiring

8. Itis advised to label the wiring to all devices in the system

3.3.1 Grounding

Grounding and wire routing help limit the effects of noise due to electromagnetic interference
(EMI). Run the ground connection from the ground screw to the grounding surface prior to

connecting devices.

3.3.2 Fault Relay

The two relay contacts on the 6-pin terminal block connector are used to detect
user-configured events. The two wires attached to the fault contacts form an open circuit when
a user-configured when an event is triggered. If a user-configured event does not occur, the

fault circuit remains closed.

3.3.3 Redundant Power Inputs

The switch has two sets of power inputs, power input 1 and PWR1 FaultRelay  PWR2

power input 2. The top two contacts and the bottom two | | |7+\—| | |

contacts of the 6-pin terminal block connector on the 1A @24V

switch’s top panel are used for the two digital inputs. Follow R .

the steps below to wire redundant power inputs. Vo Var Vi Vs
Step 1: insert the negative/positive wires into the V-/V+

terminals, respectively.

Step 2: to keep the DC wires from pulling loose, use a small flat-blade screwdriver to tighten

the wire-clamp screws on the front of the terminal block connector.

ORing Industrial Networking Corp 14
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3.4 Connection

3.4.1 Cables

1000/100BASE-TX/10BASE-T Pin Assignments

The series provides standard Ethernet ports. According to the link type, the switch uses CAT 3,

4, 5,5e UTP cables to connect to any other network devices (PCs, servers, switches, routers,

or hubs). Please refer to the following table for cable specifications.

Cable Types and Specifications:

Cable Type Max. Length Connector
10BASE-T Cat. 3, 4, 5 100-ohm UTP 100 m (328 ft) RJ-45
100BASE-TX Cat. 5 100-ohm UTP UTP 100 m (328 ft) RJ-45
1000BASE-TX Cat. 5/Cat. 5e 100-ohm UTP UTP 100 m (328ft) RJ-45

With 10/100/1000Base-T(X) cables, pins 1 and 2 are used for transmitting data, and pins 3 and

6 are used for receiving data.

10/100 Base-T(X) RJ-45 Pin Assignments:

Pin Number

Assignment

1

TD+

TD-

RD+

Not used

Not used

RD-

Not used

O |IN[oO|O bW |DN

Not used

1000 Base-T RJ-45 Pin Assignments:

Pin Number

Assignment

Bl_DA+

Bl_DA-

Bl_DB+

BI_DC+

BI_DC-

Ol |W|IN|PF

Bl_DB-

ORing Industrial Networking Corp
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BI_DD+

Bl_DD-

The series also supports auto MDI/MDI-X operation. You can use a cable to connect the switch

to a PC. The tables below show the MDI and MDI-X port pin outs.

10/100 Base-T(X) MDI/MDI-X Pin Assignments:

Pin Number MDI port MDI-X port
1 TD+(transmit) RD+(receive)
2 TD-(transmit) RD-(receive)
3 RD+(receive) TD+(transmit)
4 Not used Not used
5 Not used Not used
6 RD-(receive) TD-(transmit)
7 Not used Not used
8 Not used Not used
1000Base-T(X) MDI/MDI-X Pin Assignments:
Pin Number MDI port MDI-X port
1 Bl_DA+ Bl_DB+
2 BI_DA- BI_DB-
3 Bl_DB+ Bl_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 BI_DB- BI_DA-
7 BI_DD+ BI_DC+
8 BI_DD- BI_DC-

Note: “+” and “-”

signs represent the polarity of the wires that make up each wire pair.

RS-232 console port wiring

The device can be managed via console ports using a RS-232 cable which can be found in the

package. You can connect the port to a PC via the RS-232 cable with a DB-9 female connector.

The DB-9 female connector of the RS-232 cable should be connected the PC while the other

end of the cable (RJ-45 connector) should be connected to the console port of the switch.

PC pin out (male) assignment

RS-232 with DB9 female connector DB9 to RJ 45

ORing Industrial Networking Corp
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Pin #2 RD Pin #2 TD Pin #2
Pin #3 TD Pin #3 RD Pin #3
Pin #5 GD Pin #5 GD Pin #5
DB? Male
Shigdd DE? Female

5 Recsived Line Sighal Dated
Signal Gn:n.mcl--..,,.‘_“5 ‘1 . DCE Ready

" Fing Indicaor
?

DTE Ready ~w 4 Transmi tted Data -wgg.-
g —=—— Clear to Send . 7 s Clear to Send
Transmitted Data -3 Received Data —3
2
Received Daty <2 7 Requestto Send DTE Reacly ——+4 - Request to Send
?
¢ £ ~
1 —— . .
Received Line Sgnal Detect - \ DCE Ready Signal Ground Ring Indicataor

@ -nlfl—— Received by O TE Device @ -af—— Received by DCE D evice

. W Tronzmitted from DTE Device o— Transmitted from DCE Device

3.4.2 SFP
The switch comes with fiber optical ports that can connect to other devices using SFP modules.
The fiber optical ports are in multi-mode and single-mode with LC connectors. Please

remember that the TX port of Switch A should be connected to the RX port of Switch B.

“J.g, Switch A Switch B <
Yy N LR 2
- S T Nl
N =Y
4 ikh gue \-

Fiber cord

3.4.3 0O-Ring/O-Chain

O-Ring

You can connect three or more switches to form a ring topology to gain network redundancy
capabilities through the following steps.

1. Connect each switch to form a daisy chain using an Ethernet cable.

2. Set one of the connected switches to be the master and make sure the port setting of each
connected switch on the management page corresponds to the physical ports connected. For

information about the port setting, please refer to 4.1.2 Configurations.

3. Connect the last switch to the first switch to form a ring topology.

ORing Industrial Networking Corp 17
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o
o
——

C:L:
‘B §

L)

AL

o
o
—y—

|j—l

Coupling Ring
If you already have two O-Ring topologies and would like to connect the rings, you can form

AL

Japite

them into a coupling ring. All you need to do is select two switches from each ring to be

connected, for example, switch A and B from Ring 1 and switch C and D from ring 2. Decide

which port on each switch to be used as the coupling port and then link them together, for

example, port 1 of switch A to port 2 of switch C and port 1 of switch B to port 2 of switch D.

Then, enable Coupling Ring option by checking the checkbox on the management page and

select the coupling ring in correspondence to the connected port. For more information on port

setting, please refer to 4.1.2 Configurations. Once the setting is completed, one of the

connections will act as the main path while the other will act as the backup path.

Switch B

Main Path+'

Switch D

Switch A

Backup Path

Switch C

ORing Industrial Networking Corp
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Dual Homing

If you want to connect your ring topology to a RSTP network environment, you can use dual
homing. Choose two switches (Switch A & B) from the ring for connecting to the switches in the
RSTP network (core switches). The connection of one of the switches (Switch A or B) will act
as the primary path, while the other will act as the backup path that is activated when the

primary path connection fails.

! Main
' pathe
Switch / S,V"i_tc hA

—t) =

£

O-Chain

When connecting multiple O-Rings to meet your expansion demand, you can create an
O-Chain topology through the following steps.

1. Select two switches from the chain (Switch A & B) that you want to connect to the O-Ring
and connect them to the switches in the ring (Switch C & D).

2. In correspondence to the port connected to the ring, configure an edge port for both of the
connected switches in the chain by checking the box in the management page (see 4.2.2
Configuration).

3. Once the setting is completed, one of the connections will act as the main path, and the

other as the backup path.
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Switch A

Switch C

Edge ports

Switch D Switch B
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Redundancy

Redundancy for minimized system downtime is one of the most important concerns for

industrial networking devices. Hence, ORing has developed proprietary redundancy
technologies including O-Ring and Open-Ring featuring faster recovery time than existing
redundancy technologies widely used in commercial applications, such as STP, RSTP, and
MSTP. ORIing’s proprietary redundancy technologies not only support different networking

topologies, but also assure the reliability of the network.

4.1 O-Ring

4.1.1 Introduction

O-Ring is ORing's proprietary redundant ring technology, with recovery time of less than 30
milliseconds (in full-duplex Gigabit operation) or 10 milliseconds (in full-duplex Fast Ethernet
operation) and up to 250 nodes. The ring protocols identify one switch as the master of the
network, and then automatically block packets from traveling through any of the network’s
redundant loops. In the event that one branch of the ring gets disconnected from the rest of the
network, the protocol automatically readjusts the ring so that the part of the network that was
disconnected can reestablish contact with the rest of the network. The O-Ring redundant ring
technology can protect mission-critical applications from network interruptions or temporary

malfunction with its fast recover technology.

-
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4.1.2 Configurations
O-Ring supports three ring topologies: Ring Master, Coupling Ring, and Dual Homing. You

can configure the settings in the interface below.
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0O-Ring Configuration

Ring Master Disable * |[This switch is Not a Ring Master.
AR Port 1 % [LinkDown
pl GGl Port 2 v [LinkDown

M Coupling Ring

M Dual Homing
BOTTLG AT  Port 4 |ILinkDown

| save ][ Refresh ]

Label Description
Redundant Ring Check to enable O-Ring topology.

Only one ring master is allowed in a ring. However, if more

than one switches are set to enable Ring Master, the switch

Ring Master with the lowest MAC address will be the active ring master and
the others will be backup masters.

1°' Ring Port The primary port when the switch is ring master

ond Ring Port The backup port when the switch is ring master

Coupling Ring Check to enable Coupling Ring. Coupling Ring can divide a
big ring into two smaller rings to avoid network topology
changes affecting all switches. It is a good method for
connecting two rings.

Coupling Port Ports for connecting multiple rings. A coupling ring needs four

switches to build an active and a backup link.
Links formed by the coupling ports will run in active/backup

mode.

Dual Homing Check to enable Dual Homing. When Dual Homing is
enabled, the ring will be connected to normal switches through
two RSTP links (ex: backbone Switch). The two links work in
active/backup mode, and connect each ring to the normal

switches in RSTP mode.

Apply Click to apply the configurations.

Note: due to heavy computing loading, setting one switch as ring master and coupling ring at

the same time is not recommended.
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4.2 O-Chain

4.2.1 Introduction

O-Chain is ORing’s revolutionary network redundancy technology which enhances network
redundancy for any backbone networks, providing ease-of-use and maximum fault-recovery
swiftness, flexibility, compatibility, and cost-effectiveness in a set of network redundancy
topologies. The self-healing Ethernet technology designed for distributed and complex
industrial networks enables the network to recover in less than 30 milliseconds (in full-duplex
Gigabit operation) or 10 milliseconds (in full-duplex Fast Ethernet operation) for up to 250
switches if at any time a segment of the chain fails.

O-Chain allows multiple redundant rings of different redundancy protocols to join and function

together as a large and the most robust network topologies. It can create multiple redundant

networks beyond the limitations of current redundant ring technologies.

S

Edge Port Edge Port

O-Chain

Edge Port

O-Chain

4.2.2 Configurations

O-Chain is very easy to configure and manage. Only one edge port of the edge switch needs

to be defined. Other switches beside them just need to have O-Chain enabled.

O-Chain

™ Enable

Uplink Port Edge Port State

Linkdown

Port 02 ] Forwarding

Apply
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Label Description

Enable Check to enable O-Chain function

1°' Ring Port The first port connecting to the ring

2"! Ring Port The second port connecting to the ring

Edge Port An O-Chain topology must begin with edge ports. The ports with a
smaller switch MAC address will serve as the backup link and RM
LED will light up.

4.3 MRP(OT®)

4.3.1 Introduction

MRP (Media Redundancy Protocol) is an industry standard for high-availability
Ethernet networks. MRP allowing Ethernet switches in ring configuration to recover from
failure rapidly to ensure seamless data transmission. A MRP ring (IEC 62439) can support up

to 50 devices and will enable a back-up link in 80ms (adjustable to max. 200ms/500ms).

4.3.2 Configurations
MRP

Enable

B Manager B React on Link Change
1st Ring Port | Port 7 | LinkDown

2nd Ring Port |Port 8 % | Forwarding

Label Description
Enable Enables the MRP function
Manager Every MRP topology needs a MRP manager. One MRP

topology can only have a Manager. If two or more switches are

set to be Manager, the MRP topology will fail.

React on Link Change Faster mode. Enabling this function will cause MRP topology to
(Advanced mode) converge more rapidly. This function only can be set in MRP

manager switch.

1°' Ring Port Chooses the port which connects to the MRP ring

2" Ring Port Chooses the port which connects to the MRP ring

*NOTE: This function is by request and only available on “-MRP” model(s).
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4.4 STP/RSTP/MSTP

4.4.1 STP/RSTP

STP (Spanning Tree Protocol), and its advanced versions RSTP (Rapid Spanning Tree
Protocol) and MSTP (Multiple Spanning Tree Protocol), are designed to prevent network loops
and provide network redundancy. Network loops occur frequently in large networks as when
two or more paths run to the same destination, broadcast packets may get in to an infinite loop
and hence causing congestion in the network. STP can identify the best path to the destination,
and block all other paths. The blocked links will stay connected but inactive. When the best
path fails, the blocked links will be activated. Compared to STP which recovers a link in 30 to

50 seconds, RSTP can shorten the time to 5 to 6 seconds.

STP Bridge Status

This page shows the status for all STP bridge instance.
STP Bridges
Auto-refresh [

Bridge ID Topology  Topology

Port Cost Flag Change Last
80:00-00: 1E:24:FF:FF:FF _80:00-00: 1E:94:FF:FF:FF - 0 Steady -

Label Description

The bridge instance. You can also link to the STP detailed
MST! bridge status.
Bridge ID The bridge ID of this bridge instance.
Root ID The bridge ID of the currently selected root bridge.
Root Port The switch port currently assigned the root port role.

Root path cost. For a root bridge, this is zero. For other bridges,
Root Cost it is the sum of port path costs on the least cost path to the Root

Bridge.

The current state of the Topology Change Flag for the bridge
Topology Flag stance

Topology Change Last | The time since last Topology Change occurred.

Refresh Click to refresh the page immediately.

Check this box to enable an automatic refresh of the page at
Auto-refresh

regular intervals.
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STP Port Status

This page displays the STP port status for the currently selected switch.

STP Port Status

Auto-refresh []
Port CIST Role CIST State Uptime

Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
Mon-STP Forwarding -
10 MNon-STP Forwarding -
11 Mon-STP Forwarding -
12 MNon-STP Forwarding -

WD 0D e N B LD R

Label Description
Port The switch port number to which the following settings will be
or
applied.
The current STP port role of the CIST port. The values include:
CIST Role ]
AlternatePort, BackupPort, RootPort, and DesighatedPort.
Stat The current STP port state of the CIST port. The values include:
ate
Blocking, Learning, and Forwarding.
Uptime The time since the bridge port is last initialized
Refresh Click to refresh the page immediately.
Check this box to enable an automatic refresh of the page at
Auto-refresh )
regular intervals.

STP Statistics

This page displays the STP port statistics for the currently selected switch.
STP Statistics
Auto-refresh [ | Refresh Clear

Transmitted Received Discarded
Port

MSTP RSTP STP TCN MSTP RSTP STP TCN Unknown Illegal
Mo ports enabled
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Label Description

Port The switch port number to which the following settings will be
applied.

RSTP The number of RSTP configuration BPDUs received/transmitted
on the port

STP The number of legacy STP configuration BPDUs
received/transmitted on the port

TCN The number of (legacy) topology change notification BPDUs

received/transmitted on the port

Discarded Unknown

The number of unknown spanning tree BPDUs received (and

discarded) on the port.

Discarded lllegal

The number of illegal spanning tree BPDUs received (and

discarded) on the port.

Refresh

Click to refresh the page immediately

Auto-refresh

Check to enable an automatic refresh of the page at regular

intervals

STP Bridge Configurations

STP Bridge Configuration

Basic Settings
Protocol Version MSTP w
Forward Delay 15

Max Age 20
Maximum Hop Count Qe
Transmit Hold Count Q5

Label

Description

Protocol Version

The version of the STP protocol. Valid values include STP, RSTP
and MSTP.

Forward Delay

The delay used by STP bridges to transit root and designated
ports to forwarding (used in STP compatible mode). The range of

valid values is 4 to 30 seconds.

Max Age

The maximum time the information transmitted by the root bridge
is considered valid. The range of valid values is 6 to 40 seconds,

and Max Age must be <= (FwdDelay-1)*2.

Maximum Hop Count

This defines the initial value of remaining hops for MSTI

information generated at the boundary of an MSTI region. It
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defines how many bridges a root bridge can distribute its BPDU
information to. The range of valid values is 4 to 30 seconds, and

MaxAge must be <= (FwdDelay-1)*2.

The number of BPDUs a bridge port can send per second. When
Transmit Hold Count | exceeded, transmission of the next BPDU will be delayed. The

range of valid values is 1 to 10 BPDUs per second.

Save Click to save changes.
Reset Click to undo any changes made locally and revert to previously
ese
saved values.
4.4.2 MSTP

Since the recovery time of STP and RSTP takes seconds, which are unacceptable in some
industrial applications, MSTP was developed. The technology supports multiple spanning
trees within a network by grouping and mapping multiple VLANSs into different spanning-tree
instances, known as MSTIs, to form individual MST regions. Each switch is assigned to an
MST region. Hence, each MST region consists of one or more MSTP switches with the same
VLANS, at least one MST instance, and the same MST region name. Therefore, switches can

use different paths in the network to effectively balance loads.

Port Settings

This page allows you to examine and change the configurations of current MSTI ports. A MSTI
port is a virtual port, which is instantiated separately for each active CIST (physical) port for
each MSTI instance configured and applicable for the port. The MSTI instance must be

selected before MSTI port configuration options are displayed.

This page contains MSTI port settings for physical and aggregated ports. The aggregation

settings are stack global.

MSTI Port Configuration

m MSTI Normal Ports Configuration
Path Cost Priority

Select MSTI 1 | Auto w 128 W
|:MST1 V|| Get 2 |Auto ¥ 128 +

MST]

MST3 4 | Auto bt 128 W

MST4

MSTS ['\\‘.» 5 |Auto ¥ 128 v

MST6 3 7

o Jaut 2
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Label Description

Port The switch port number of the corresponding STP CIST (and MSTI) port

Configures the path cost incurred by the port. Auto will set the path cost
according to the physical link speed by using the 802.1D-recommended

values. Specific allows you to enter a user-defined value. The path cost is

Path Cost o )
used when establishing an active topology for the network. Lower path cost
ports are chosen as forwarding ports in favor of higher path cost ports. The
range of valid values is 1 to 200000000.
Priority Configures the priority for ports having identical port costs. (See above).
Save Click to save changes.
R Click to undo any changes made locally and revert to previously saved
eset
values.
Mapping
This page allows you to examine and change the configurations of current STP MSTI bridge
instance.
MSTI Configuration
Add VLANs separated by spaces or comma.
Unmapped VLANs are mapped to the CIST. (The default bridge instance).
Configuration Identification
Configuration Name 00-1e-94-ff-ff-ff
Configuration Revision [
m MSTI Mapping
MSTI VLANs Mapped
MST1
MST2
MST3
MST4
MSTS
MSTa
MST7
Label Description

) ) The name which identifies the VLAN to MSTI mapping. Bridges
Configuration Name

must share the name and revision (see below), as well as the
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VLAN-to-MSTI mapping configurations in order to share spanning

trees for MSTIs (intra-region). The name should not exceed 32

characters.
Configuration Revision of the MSTI configuration named above. This must be
Revision an integer between 0 and 65535.

MSTI The bridge instance. The CIST is not available for explicit
mapping, as it will receive the VLANSs not explicitly mapped.

The list of VLANs mapped to the MSTI. The VLANs must be

separated with commas and/or space. A VLAN can only be
VLANS Mapped .
mapped to one MSTI. An unused MSTI will be left empty (ex.

without any mapped VLANS).

Save Click to save changes.
Reset Click to undo any changes made locally and revert to previously
ese
saved values.
Priority

This page allows you to examine and change the configurations of current STP MSTI bridge

instance priority.

MSTI Configuration

MSTI Priority Configuration [
MSTI Priority
CIST 128 »
MST1 128 ¥
MST2 128 +
MST3 128 »
MST4 128 +
MSTS 128 »
MSTo 128 +
MST7 128 ¥

[ Save ][ Reset ]

Label Description

MST The bridge instance. CIST is the default instance, which is always
active.

Priority Indicates bridge priority. The lower the value, the higher the
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priority. The bridge priority, MSTI instance number, and the 6-byte

MAC address of the switch forms a bridge identifier.

Save Click to save changes
Reset Click to undo any changes made locally and revert to previously
ese
saved values
4.4.3 CIST

With the ability to cross regional boundaries, CIST is used by MSTP to communicate with other

MSTP regions and with any RSTP and STP single-instance spanning trees in the network. Any

boundary port, that is, if it is connected to another region, will automatically belongs solely to

CIST, even if it is assigned to an MSTI. All VLANS that are not members of particular MSTIs

are members of the CIST.

Port Settings

STP CIST Ports Configuration

STP
Enabled

m CIST Agaregated Ports Configuration

Path Cost

. . Restricted Point-to-
Priority Admin Edge Auto Edge = o BPDU Guard T

128 #| [Edge v O O O Forced True v

Path Cost

S - Restricted Point-to-
Priority Admin Edge Auto Edge = o BPDU Guard T

1 O Auto ¥ 128 v| [Edge v o 0O O Auto v
2 O Auto ¥ 128 v| [Edge v o 0O O Auto v
3 O Auto v 128 v| |Edge v o O O Auto v
4 O Auto ¥ 128 v| [Edge v o 0O O Auto v
5 O Auto ¥ 128 v| [Edge v o 0O O Auto v
6 O Auto ¥ 128 v| [Edge v o 0O O Auto v
Label Description
The switch port number to which the following settings will be
Port
applied.
STP Enabled Check to enable STP for the port
Configures the path cost incurred by the port. Auto will set the
path cost according to the physical link speed by using the
802.1D-recommended values. Specific allows you to enter a
Path Cost user-defined value. The path cost is used when establishing an
active topology for the network. Lower path cost ports are chosen
as forwarding ports in favor of higher path cost ports. The range of
valid values is 1 to 200000000.
Priority Configures the priority for ports having identical port costs. (See
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above).

OpenEdge (setate

A flag indicating whether the port is connected directly to edge

devices or not (no bridges attached). Transiting to the forwarding

flag) state is faster for edge ports (operEdge set to true) than other
ports.
) Configures the operEdge flag to start as set or cleared.(the initial
AdminEdge L
operEdge state when a port is initialized).
Check to enable the bridge to detect edges at the bridge port
AutoEdge automatically. This allows operEdge to be derived from whether

BPDUs are received on the port or not.

Restricted Role

When enabled, the port will not be selected as root port for CIST
or any MSTI, even if it has the best spanning tree priority vector.
Such a port will be selected as an alternate port after the root port
has been selected. If set, spanning trees will lose connectivity. It
can be set by a network administrator to prevent bridges outside a
core region of the network from influencing the active spanning
tree topology because those bridges are not under the full control

of the administrator. This feature is also known as Root Guard.

Restricted TCN

When enabled, the port will not propagate received topology
change notifications and topology changes to other ports. If set, it
will cause temporary disconnection after changes in an active
spanning trees topology as a result of persistent incorrectly
learned station location information. It is set by a network
administrator to prevent bridges outside a core region of the
network from causing address flushing in that region because
those bridges are not under the full control of the administrator or
is the physical link state for the attached LANs transitions

frequently.

Configures whether the port connects to a point-to-point LAN

rather than a shared medium. This can be configured

Point2Point automatically or set to true or false manually. Transiting to
forwarding state is faster for point-to-point LANs than for shared
media.

Save Click to save changes.

Reset Click to undo any changes made locally and revert to previously

saved values.
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4.5 Fast Recovery

Fast recovery mode can be set to connect multiple ports to one or more switches. The device
with fast recovery mode will provide redundant links. Fast recovery mode supports 12 priorities.
Only the first priority will be the active port, and the other ports with different priorities will be

backup ports.

Fast Recovery Mode

Apply
Label Description
Active Activate fast recovery mode
port Ports can be set to 12 priorities. Only the port with the highest

priority will be the active port. 1st Priority is the highest.

Apply Click to activate the configurations.
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Management

The switch can be controlled via a built-in web server which supports Internet Explorer

(Internet Explorer 5.0 or above versions) and other Web browsers such as Chrome. Therefore,
you can manage and configure the switch easily and remotely. You can also upgrade firmware
via a Web browser. The Web management function not only reduces network bandwidth
consumption, but also enhances access speed and provides a user-friendly viewing screen.

Note: By default, IE5.0 or later version do not allow Java applets to open sockets. You need to modify the browser

setting separately in order to enable Java applets for network ports.

Management via Web Browser
Follow the steps below to manage your switch via a Web browser
System Login

1. Launch an Internet Explorer.

2. Type http:// and the IP address of the switch. Press Enter.

— . - — [E=R

()2 w2a68301 0~ > x || 49 Google i

+You Search Images Maps Play YouTube News Gmail Documents Calendar More -

3. Alogin screen appears.
4. Type in the username and password. The default username and password is
admin.

5.  Press Enter or click OK, the management page appears.

r—mm B
Windows Security ~ &J

Enter Network Password
Enter your password to connect to: PC-SWRD19

- ’admin ‘

‘ | L1l 1l] ‘
u Domain: ORING

["] Remember my credentials

&9 Logon failure: unknown user name or bad password.

OK ] [ Cancel

o — —

Note: you can use the following default values:
IP Address: 192.168.10.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.10.254
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User Name: admin

Password: admin

After logging in, you will see the information of the switch as below.

MName IGPS5-9042GP-NP-24V
Industrial 6-port managed Gigabit PoE Ethernet switch with
Description 4x10/100/1000Base-T(X) P.S.E. and 2x100/1000Base-%, SFP
socket, 24VDC power inputs
Location
Contact
OI1ID 1.3.6.1.4.1.25972.100.0.5.191

Hardware
MAC Address

System Date 1970-01-01 00:26:50+00:00
System Uptime 0d 00:26:50

Kernel Version v9.15
Software Version v1.00
Software Date 2014-07-10T14:52:59+08:00

Auto-refresh Refresh

Enable Location Alert

On the right hand side of the management interface shows links to various settings. Clicking

on the links will bring you to individual configuration pages.

5.1 Basic Settings

The Basic Settings page allows you to configure the basic functions of the switch.

5.1.1 System Information
This page shows the general information of the switch.

System Information Configuration

System Name IGP5-9042GP-NP-24V
st W e il | Industrial 6-port managed Gig.

System Location

System Contact

Save Reset

Label Description

System Name An administratively assigned name for the managed node. By
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convention, this is the node's fully-qualified domain name. A
domain name is a text string consisting of alphabets (A-Z, a-z),
digits (0-9), and minus sign (-). Space is not allowed to be part of
the name. The first character must be an alpha character. And the
first or last character must not be a minus sign. The allowed string
length is O to 255.

System Description Description of the device

The physical location of the node (e.g., telephone closet, 3rd
System Location floor). The allowed string length is 0 to 255, and only ASCII

characters from 32 to 126 are allowed.

The textual identification of the contact person for this managed
node, together with information on how to contact this person.
System Contact ] ]
The allowed string length is 0 to 255, and only ASCII characters

from 32 to 126 are allowed.

) Provides the time-zone offset from UTC/GMT.
System Timezone o o ) )
The offset is given in minutes east of GMT. The valid range is from

offset(minutes)
-720 to 720 minutes.

Save Click to save changes.

R Click to undo any changes made locally and revert to previously
eset
saved values.

5.1.2 Admin & Password
This page allows you to configure the system password required to access the web pages or

log in from CLI.
System Password

Username admin

Old Password

New Password
Confirm New Password

Label Description

Old Password The existing password. If this is incorrect, you cannot set the new

password.

New Password The new system password. The allowed string length is 0 to 31,

and only ASCII characters from 32 to 126 are allowed.
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Confirm New

Password

Re-type the new password.

Save

Click to save changes.

5.1.3 Authentication Methods

This page allows you to configure how a user is authenticated when he/she logs into the switch

via one of the management interfaces.

Authentication Method Configuration

Client Authentication Method Fallback
console |local A
telnet llocal |
ssh llocal |
web llocal |
| 5ave || Reset |
Label Description
Client The management client for which the configuration below applies.
Authentication Method can be set to one of the following values:
o None: authentication is disabled and login is not possible.
Authentication ] ]
Local: local user database on the switch is used for
Method o
authentication.
Radius: a remote RADIUS server is used for authentication.
Check to enable fallback to local authentication.
If none of the configured authentication servers are active, the
Fallback local user database is used for authentication.
This is only possible if Authentication Method is set to a value
other than none or local.
Save Click to save changes
Click to undo any changes made locally and revert to previously
Reset
saved values
5.1.4 |P Settings

This page allows you to configure IP information for the switch. You can specify configure the

settings manually by disabling DHCP Client. After inputting the values, click Renew and the

new values will be applied, which will be displayed under Current.
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DHCP Client | Renew |
IP Address 192.168.10.100 192.168.10.100
IP Mask 255.255.255.0 255.255.255.0
IP Router 0.0.0.0 0.0.0.0

VLAN ID 1 1

SNTP Server RVNIRiRY

IP Configuration

Configured Current

| Save || Feset |

Label Description
Enable the DHCP client by checking this box. If DHCP fails or the
DHCP Client configured IP address is zero, DHCP will retry. If DHCP retry fails,
DHCP will stop trying and the configured IP settings will be used.
Assigns the IP address of the network in use. If DHCP client
function is enabled, you do not need to assign the IP address.
IP Address The network DHCP server will assign an IP address to the switch
and it will be displayed in this column. The default IP is
192.168.10.1.
Assigns the subnet mask of the IP address. If DHCP client
IP Mask function is enabled, you do not need to assign the subnet mask.
Assigns the network gateway for the switch. The default gateway
IP Router
is 192.168.10.254.
Provides the managed VLAN ID. The allowed range is 1 through
VLAN ID
4095.
Enter the IP address of the SNTP server in dotted decimal
SNTP Server ]
notation.
Save Click to save changes
R Click to undo any changes made locally and revert to previously
eset
saved values

5.1.5 IPv6 Settings

IPv6 is the next-generation IP that uses a 128-bit address standard. It is developed to

supplement, and eventually replace the IPv4 protocol. You can configure IPv6 information of

the switch on the following page.

ORing Industrial Networking Corp 38



ORing

IGS-9042GP Series User Manual

IPv6 Configuration

Auto
Configuration

Configured Current

::192.0.2.1

Address [::192.0.2.1 | Link-Local Address:

fe80::21e:94ff:fe01:6735

Prefix ES

| o6

Router | i

Save || Reset |

Label

Description

Auto Configuration

Check to enable IPv6 auto-configuration. If the system cannot
obtain the stateless address in time, the configured IPv6 settings
will be used. The router may delay responding to a router
solicitation for a few seconds; therefore, the total time needed to

complete auto-configuration may be much longer.

Address

Specify an IPv6 address for the switch. IPv6 address consists of
128 bits represented as eight groups of four hexadecimal digits
with a colon separating each field (:). For example, in
'fe80::215:c5ff:fe03:4dc7’, the symbol ":' is a special syntax that
can be used as a shorthand way of representing multiple 16-bit
groups of contiguous zeros; but it can appear only once. It can
also represent a legally valid IPv4 address. For example,
'11192.1.2.34".

Prefix

Specify an IPv6 prefix for the switch. The allowed range is 1 to
128.

Router

Specify an IPv6 address for the switch. IPv6 address consists of
128 hits represented as eight groups of four hexadecimal digits
with a colon separating each field (:). For example, in
'fe80::215:c5ff:fe03:4dc7', the symbol ":' is a special syntax that
can be used as a shorthand way of representing multiple 16-bit
groups of contiguous zeros; but it can appear only once. It can
also represent a legally valid IPv4 address. For example,
':192.1.2.34".

Save

Click to save changes

Reset

Click to undo any changes made locally and revert to previously

saved values
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5.1.6 Daylight Saving Time
Time Zone Configuration

Time Zone Configuration

Time Zone

Acronym { 0- 16 characters )

Label Description
) Lists various Time Zones worldwide. Select appropriate Time
Time Zone .
Zone from the drop down and click Save to set.
User can set the acronym of the time zone. This is a User
Acronym configurable acronym to identify the time zone. (Range: Up to 16

alpha-numeric characters and can contain '-', '_"or ")

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time JRecuring 18

Label Description

This is used to set the clock forward or backward according to the
configurations set below for a defined Daylight Saving Time
duration. Select 'Disable' to disable the Daylight Saving Time
Daylight Saving Time | configuration. Select 'Recurring’ and configure the Daylight
Saving Time duration to repeat the configuration every year.
Select 'Non-Recurring' and configure the Daylight Saving Time

duration for single time configuration. ( Default : Disabled )

Start Time Settings

Start Time settings

Week
Day
Month
Hours
Minutes

Label Description

Week Select the starting week number.
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Day Select the starting day.
Month Select the starting month.
Hours Select the starting hour.

Minutes Select the starting minute.

End Time Settings

End Time settings

Week
Day
Month
Hours
Minutes
Label Description
Week Select the ending week number.
Day Select the ending day.
Month Select the ending month.
Hours Select the ending hour.
Minutes Select the ending minute.

Offset Settings

Offset settings

Offset 1

{1- 1440) Minutes

Label

Description

Week

(Range: 1to 1440)

ter the number of minutes to add during Daylight Saving Time.
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5.1.7 HTTPS

You can configure the HTTPS mode in the following page.

HTTPS Configuration
ES [Disabled v

[ Save ][ Heset]

Label Description

Indicates the selected HTTPS mode. When the current
connection is HTTPS, disabling HTTPS will automatically redirect
Mode web browser to an HTTP connection. The modes include:
Enabled: enable HTTPS.

Disabled: disable HTTPS.

Save Click to save changes
Reset Click to undo any changes made locally and revert to previously
ese
saved values
5.1.8 SSH

SSH (Secure Shell) is a cryptographic network protocol intended for secure data transmission
and remote access by creating a secure channel between two networked PCs. You can

configure the SSH mode in the following page.

SSH Configuration
S pisabled

Save | Reset |

Label Description

Indicates the selected SSH mode. The modes include:
Mode Enabled: enable SSH.
Disabled: disable SSH.
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Save Click to save changes
Reset Click to undo any changes made locally and revert to previously
ese
saved values
5.1.9 LLDP

LLDP Configurations

LLDP (Link Layer Discovery Protocol) provides a method for networked devices to receive
and/or transmit their information to other connected devices on the network that are also using
the protocols, and to store the information that is learned about other devices. This page

allows you to examine and configure current LLDP port settings.

LLDP Configuration

LLDP Parameters

Tx Interval |[E]u seconds

1 |Disabled +
2 |Disabled +
3 |Disabled +
4 |Disabled +
Label Description
Port The switch port number to which the following settings will be
applied.
Indicates the selected LLDP mode
Rx only: the switch will not send out LLDP information, but LLDP
information from its neighbors will be analyzed.
Tx only: the switch will drop LLDP information received from its
Mode neighbors, but will send out LLDP information.

Disabled: the switch will not send out LLDP information, and will
drop LLDP information received from its neighbors.

Enabled: the switch will send out LLDP information, and will

analyze LLDP information received from its neighbors.

ORing Industrial Networking Corp 43



ORing

IGS-9042GP Series User Manual

LLDP Neighbor Information

This page provides a status overview for all LLDP neighbors. The following table contains

information for each port on which an LLDP neighbor is detected. The columns include the

following information:

Auto-refresh []

Local Port Chassis ID

Remote Port ID System Name Port Description System Capabilities Management Address

Port 8 00-1E-94-12-45-78 7 I1G5-9812GP Port #7 Bridge(+) 192.168.10.14 {IPv4)
Label Description
Local Port The port that you use to transmits and receives LLDP frames.
) The identification number of the neighbor sending out the LLDP
Chassis ID

frames.

Remote Port ID

The identification of the neighbor port

System Name

The name advertised by the neighbor.

Port Description

The description of the port advertised by the neighbor.

System Capabilities

Description of the neighbor's capabilities. The capabilities include:
. Other

. Repeater

. Bridge

. WLAN Access Point

. Router

. Telephone

. DOCSIS Cable Device

. Station Only

© 00 N oo 0o b~ W N PP

. Reserved
When a capability is enabled, a (+) will be displayed. If the
capability is disabled, a (-) will be displayed.

Management The neighbor's address which can be used to help network
Address management. This may contain the neighbor's IP address.
Refresh Click to refresh the page immediately

Auto-refresh

Check to enable an automatic refresh of the page at regular

intervals

Port Statistics

This page provides an overview of all LLDP traffic. Two types of counters are shown. Global

counters will apply settings to the whole switch stack, while local counters will apply settings to

specified switches.
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Auto-refresh [

Global Counters
Neighbor entries were last changed at 1970-01-01 04:03:03 +0000 (26 sec. ago)

Total Neighbors Entries Added
Total Neighbors Entries Deleted
Total Neighbors Entries Dropped
Total Neighbors Entries Aged Out

1

0
0
1]

LLDP Statistics

Local Counters

Local Port Tx Frames Rx Frames RxErrors Frames Discarded TLVs Discarded TLVs Unrecognized Org. Discarded Age-Ouis
1 1 0

(=0 RN (T RS N N

D000+~ OONO RO
000000 ROOO

[=]
[=]
=]
[=]

oOooDoOoOO0OO0ODOOO
oOooDoOoOO0OO0ODOOO
s J s s R e s J e I s J e e J e e )
(= =N =N = N = W = ]
ohdoooocooooooo
s J s s R e s J e I s J e e J e e )

Global Counters

Label

Description

Neighbor entries

were last changed at

Shows the time when the last entry was deleted or added.

Total Neighbors
Entries Added

Shows the number of new entries added since switch reboot

Total Neighbors

Entries Deleted

Shows the number of new entries deleted since switch reboot

Total Neighbors
Entries Dropped

Shows the number of LLDP frames dropped due to full entry table

Total Neighbors
Entries Aged Out

Shows the number of entries deleted due to expired time-to-live

Local Counters

Label Description

Local Port The port that receives or transmits LLDP frames

Tx Frames The number of LLDP frames transmitted on the port
Rx Frames The number of LLDP frames received on the port

Rx Errors The number of received LLDP frames containing errors

Frames Discarded

If a port receives an LLDP frame, and the switch's internal table is
full, the LLDP frame will be counted and discarded. This situation
is known as "too many neighbors" in the LLDP standard. LLDP
frames require a new entry in the table if Chassis ID or Remote

Port ID is not included in the table. Entries are removed from the

table when a given port links down, an LLDP shutdown frame is
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received, or when the entry ages out.

TLVs Discarded

Each LLDP frame can contain multiple pieces of information,
known as TLVs (Type Length Value). If a TLV is malformed, it will

be counted and discarded.

TLVs Unrecognized

The number of well-formed TLVs, but with an unknown type value

Org. Discarded

The number of organizationally TLVs received

Each LLDP frame contains information about how long the LLDP

information is valid (age-out time). If no new LLDP frame is

Age-Outs received during the age-out time, the LLDP information will be
removed, and the value of the age-out counter will be
incremented.

Refresh Click to refresh the page immediately

Clear Click to clear the local counters. All counters (including global

counters) are cleared upon reboot.

Auto-refresh

Check to enable an automatic refresh of the page at regular

intervals

5.1.10 Modbus TCP
Modbus TCP uses TCP/IP and Ethernet to carry the data of the Modbus message structure

between compatible d

evices. The protocol is commonly used in SCADA systems for

communications between a human-machine interface (HMI) and programmable logic

controllers. This page

enables you to enable and disable Modbus TCP support of the switch.

MODBUS Configuration
m Enabled #

[ Save ][ Reset ]

Label

Description

Mode

Shows the existing status of the Modbus TCP function

5.1.11 Backup/Restore Configurations

You can save/view or

load switch configurations. The configuration file is in XML format.
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Configuration Save

| Save configuration |

Configuration Upload
FZ. ]| upload |

5.1.12 Firmware Update

This page allows you to update the firmware of the switch.

Firmware Update

(B ]| upload |

5.2 DHCP Server

The switch provides DHCP server functions. By enabling DHCP, the switch will become a
DHCP server and dynamically assigns IP addresses and related IP information to network

clients.

5.2.1 Basic Settings

This page allows you to set up DHCP settings for the switch. You can check the Enabled
checkbox to activate the function. Once the box is checked, you will be able to input

information in each column.
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DHCP Server Configuration

Enabled

Start IP Address 192.168.10.100
End IP Address 192.168.10.200
Subnet Mask 255.255.255.0
Router 192.168.10.254
DNS 192.168.10.254
Lease Time (sec.) BELEWE

TFTP Server 0.0.0.0

Boot File Name

| Save | [ Reset ]

5.2.2 Dynamic Client List

When DHCP server functions are activated, the switch will collect DHCP client information and
display in the following table. You can select the entries and add them to a static table by

clicking Add to static Table.

DHCP Dynamic Client List

No. Select Type MAC Address IP Address Surplus Lease

[ Select/Clear All ] |  Add to static Table |

5.2.3 Client List

You can assign a specific IP address within the dynamic IP range to a specific port. When a
device is connected to the port and requests for dynamic IP assigning, the switch will assign

the IP address that has previously been assigned to the connected device.
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DHCP Client List

MAC Address
IP Address

[ Add as Static ]

No. Select Type MAC Address IP Address Surplus Lease

[ Delete ][ Select/Clear All ]

5.2.4 Relay Agent

DHCP relay is used to forward and transfer DHCP messages between the clients and the

server when they are not in the same subnet domain. You can configure the function in this

page.

DHCP Relay Configuration

Relay Mode Disabled
Relay Server 0.0.0.0

Relay Information Mode BISiELREERES
Relay Information Policy BIEsER=INS

| Save | Reset

Label Description

Relay Mode Indicates the existing DHCP relay mode. The modes include:
Enabled: activate DHCP relay. When DHCP relay is enabled, the
agent forwards and transfers DHCP messages between the clients
and the server when they are not in the same subnet domain to
prevent the DHCP broadcast message from flooding for security
considerations.

Disabled: disable DHCP relay

Relay Server Indicates the DHCP relay server IP address. A DHCP relay agent is
used to forward and transfer DHCP messages between the clients

and the server when they are not in the same subnet domain.

Relay Information Indicates the existing DHCP relay information mode. The format of
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Mode DHCP option 82 circuit ID format is "[vlan_id][module_id][port_no]".
The first four characters represent the VLAN ID, and the fifth and
sixth characters are the module ID. In stand-alone devices, the
module ID always equals to 0; in stacked devices, it means switch
ID. The last two characters are the port number. For example,
"00030108" means the DHCP message received form VLAN ID 3,
switch ID 1, and port No. 8. The option 82 remote ID value equals
to the switch MAC address.

The modes include:

Enabled: activate DHCP relay information. When DHCP relay
information is enabled, the agent inserts specific information
(option 82) into a DHCP message when forwarding to a DHCP
server and removes it from a DHCP message when transferring to
a DHCP client. It only works when DHCP relay mode is enabled.

Disabled: disable DHCP relay information

Relay Information Indicates the policies to be enforced when receiving DHCP relay
Policy information. When DHCP relay information mode is enabled, if the
agent receives a DHCP message that already contains relay agent
information, it will enforce the policy. The Replace option is invalid
when relay information mode is disabled. The policies includes:
Replace: replace the original relay information when a DHCP
message containing the information is received.

Keep: keep the original relay information when a DHCP message
containing the information is received.

Drop: drop the package when a DHCP message containing the

information is received.

The relay statistics shows the information of relayed packets of the switch.

Auto-refresh [ [ Refresh ][ Clear ]

DHCP Relay Statistics

Server Statistics

. . Receive . . . Receive
Transmit . Receive . . Receive Receive Receive
to Transmit from Missing Bad

Missing Missing Bad

. . . . Remote
Option Circuit ID Remote ID Circuit ID 1D

Server = Server L
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Label

Description

Transmit to Sever

The number of packets relayed from the client to the server

Transmit Error

The number of packets with errors when being sent to clients

Receive from Server

The number of packets received from the server

Receive Missing Agent

Option

The number of packets received without agent information

Receive Missing Circuit
ID

The number of packets received with Circuit ID

Receive Missing

Remote ID

The number of packets received with the Remote ID option

missing.

Receive Bad Circuit ID

The number of packets whose Circuit ID do not match the

known circuit ID

Receive Bad Remote ID

The number of packets whose Remote ID do not match the

known Remote ID

Client Statistics

Transmit
Error

Transmit

to Client

Receive
from Client

Receive Replace Keep Drop
Agent Option Agent Option Agent Option Agent Option

Label

Description

Transmit to Client

The number of packets relayed from the server to the client

Transmit Error

The number of packets with errors when being sent to servers

Receive from Client

The number of packets received from the server

Receive Agent Option

The number of received packets containing relay agent

information

Replace Agent Option

The number of packets replaced when received messages

contain relay agent information.

Keep Agent Option

The number of packets whose relay agent information is

retained

Drop Agent Option

The number of packets dropped when received messages

contain relay agent information.

5.3 Port Setting

Port Setting allows you to manage individual ports of the switch, including traffic, power, and

trunks.
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5.3.1 Port Control

This page shows current port configurations. Ports can also be configured here.

Port Configuration

| Refresh |

Port Link Speed Flow Control Maximum Power
Current Configured Current Rx Current Tx Configured Frame Size Control
= <= v 9600 <= v
1 1Gfdx Auto v X b d 9600 Disabled v
2 @ Down Auto v X X 9600 | Disabled v
3 @ Down Auto v X X 9600, |Disabled M
4 @ Down Auto v X d 9600 |Disabled v
5 @ Down Auto v X X 9600
& @ Down Auto v X X 9600
| Save | | Reset |
Label Description
The switch port number to which the following settings will be
Port )
applied.
‘ The current link state is shown by different colors. Green indicates
Lin
the link is up and red means the link is down.
Current Link Speed Indicates the current link speed of the port

The drop-down list provides available link speed options for a

) ) given switch port
Configured Link
Speed Auto selects the highest speed supported by the link partner
pee
Disabled disables switch port configuration

<> configures all ports

When Auto is selected for the speed, the flow control will be
negotiated to the capacity advertised by the link partner.

When a fixed-speed setting is selected, that is what is used.
Current Rx indicates whether pause frames on the port are
Flow Control obeyed, and Current Tx indicates whether pause frames on the
port are transmitted. The Rx and Tx settings are determined by
the result of the last auto-negotiation.

You can check the Configured column to use flow control. This

setting is related to the setting of Configured Link Speed.

You can enter the maximum frame size allowed for the switch port
Maximum Frame in this column, including FCS. The allowed range is 1518 bytes to
9600 bytes.
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Power Control

Shows the current power consumption of each port in percentage.
The Configured column allows you to change power saving
parameters for each port.

Disabled: all power savings functions are disabled

ActiPHY: link down and power savings enabled

PerfectReach: link up and power savings enabled

Enabled: both link up and link down power savings enabled

Total Power Usage

Total power consumption of the board, measured in percentage

Save Click to save changes

Reset Click to undo any changes made locally and revert to previously
saved values

Refresh Click to refresh the page. Any changes made locally will be

undone.

5.3.2 Port Trunk

A port trunk is a group of ports that have been grouped together to function as one logical path.

This method provides an economical way for you to increase the bandwidth between the

switch and another networking device. In addition, it is useful when a single physical link

between the devices is insufficient to handle the traffic load. This page allows you to configure

the aggregation hash mode and the aggregation group.

Aggregation Mode Configuration

IP Address

Source MAC Address
Destination MAC Address [ ]

TCP/UDP Port Number

Label

Description

Source MAC Address

Calculates the destination port of the frame. You can check this
box to enable the source MAC address, or uncheck to disable. By

default, Source MAC Address is enabled.

Destination MAC
Address

Calculates the destination port of the frame. You can check this
box to enable the destination MAC address, or uncheck to
disable. By default, Destination MAC Address is disabled.
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IP Address

Calculates the destination port of the frame. You can check this
box to enable the IP address, or uncheck to disable. By default, IP

Address is enabled.

TCP/UDP Port

Number

Calculates the destination port of the frame. You can check this
box to enable the TCP/UDP port number, or uncheck to disable.
By default, TCP/UDP Port Number is enabled.

Aggregation Group Configuration

Port Members

GroupID 1 2 32 4 5 6
Mormal . @ e e e e

Save | | Reset

Label

Description

Group ID

Indicates the ID of each aggregation group. Normal means nho

aggregation. Only one group ID is valid per port.

Port Members

Lists each switch port for each group ID. Select a radio button to
include a port in an aggregation, or clear the radio button to remove
the port from the aggregation. By default, no ports belong to any
aggregation group. Only full duplex ports can join an aggregation and

the ports must be in the same speed in each group.

5.3.3 LACP

LACP (Link Aggregation Control Protocol) trunks are similar to static port trunks, but they are

more flexible because LACP is compliant with the IEEE 802.3ad standard. Hence, it is

interoperable with equipment from other vendors that also comply with the standard. This page

allows you to enable LACP functions to group ports together to form single virtual links and

change associated settings, thereby increasing the bandwidth between the switch and other

LACP-compatible devices.
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LACP Port Configuration

Port LACP Enabled Key Role
= <> T < T
1 Auto v Active T
2 Auto Al Active T
3 Auto v Active T
4 Auto v Active T
5 Auto A Active T
& Auto v Active T
Save | | Reseat
Label Description
Port Indicates the ID of each aggregation group. Normal indicates

there is no aggregation. Only one group ID is valid per port.

LACP Enabled

Lists each switch port for each group ID. Check to include a port
in an aggregation, or clear the box to remove the port from the
aggregation. By default, no ports belong to any aggregation
group. Only full duplex ports can join an aggregation and the

ports must be in the same speed in each group.

Key

The Key value varies with the port, ranging from 1 to 65535.
Auto will set the key according to the physical link speed (10Mb
= 1, 100Mb = 2, 1Gb = 3). Specific allows you to enter a
user-defined value. Ports with the same key value can join in the

same aggregation group, while ports with different keys cannot.

Role

Indicates LACP activity status. Active will transmit LACP
packets every second, while Passive will wait for a LACP

packet from a partner (speak if spoken to).

Save

Click to save changes

Reset

Click to undo changes made locally and revert to previous

values
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LACP System Status
This page provides a status overview for all LACP instances.

LACP System Status
Auto-refresh [ | Refresh || Open in new window |

Partner Partner Last Local
System ID Key Changed Ports
Mo ports enabled or no existing partners

Agqgr ID

Label Description

Aggr ID The aggregation ID is associated with the aggregation instance.
For LLAG, the ID is shown as 'isid:aggr-id' and for GLAGs as

‘aggr-id’
Partner System ID System ID (MAC address) of the aggregation partner
Partner Key The key assigned by the partner to the aggregation 1D
Last Changed The time since this aggregation changed.
Last Changed Indicates which ports belong to the aggregation of the

switch/stack. The format is: "Switch ID:Port".

Refresh Click to refresh the page immediately

Check to enable an automatic refresh of the page at regular
Auto-refresh )
intervals

LACP Status
This page provides an overview of the LACP status for all ports.
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LACP Status
Auto-refresh [] | Refresh || Open In new window |

Port LACP Key AggrID Partner Partner

System ID Port

1 No - - - -
2 No - - - -
3 No - - - -
4 No - - - -
S No - - - -
& No - - - -
7 No - - - -
2 No - - - -
9 No - - - -
10 Mo = = = =
11 No - - - -
12 Mo = = = =
Label Description
Port Switch port number
LACP Yes means LACP is enabled and the port link is up. No means
LACP is not enabled or the port link is down. Backup means the
port cannot join in the aggregation group unless other ports are
removed. The LACP status is disabled.
Key The key assigned to the port. Only ports with the same key can be
aggregated
Aggr ID The aggregation ID assigned to the aggregation group
Partner System ID The partner’s system ID (MAC address)
Partner Port The partner’s port number associated with the port
Refresh Click to refresh the page immediately
Auto.refresh Check to enable an automatic refresh of the page at regular
intervals

LACP Statistics

This page provides an overview of the LACP statistics for all ports.
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LACP Statistics
Auto-refresh [ | Refresh || Clear |

LACP LACP Discarded

Port . .
Transmitted Received Unknown Illegal
1 ] ] 0 0
2 ] ] 0] ]
3 0 0 0 0
q 0 0 0 0
5 0 0 0 0
5] 0 0 0 0
7 ] 0 0 ]
a8 ] 0 ] ]
Q 0 0 0 0
10 0 0 0 0
11 0 0 0 0
12 0 0 0 0
Label Description
Port Switch port number
LACP Transmitted The number of LACP frames sent from each port
LACP Received The number of LACP frames received at each port
Discarded The number of unknown or illegal LACP frames discarded at each
port.
Refresh Click to refresh the page immediately
Check to enable an automatic refresh of the page at regular
Auto-refresh
intervals
Clear Click to clear the counters for all ports

5.3.4 Loop Gourd

This feature prevents loop attack. When receiving loop packets, the port will be disabled

automatically, preventing the loop attack from affecting other network devices.

m General Settings

Global Configuration
Enable Loop Protection QIEEERRS
Transmission Time 5 seconds

Shutdown Time 130 seconds
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Label

Description

Enable Loop Protection

Activate loop protection functions (as a whole)

Transmission Time

The interval between each loop protection PDU sent on each

port. The valid value is 1 to 10 seconds.

Shutdown Time

The period (in seconds) for which a port will be kept disabled
when a loop is detected (shutting down the port). The valid
value is 0 to 604800 seconds (7 days). A value of zero will
keep a port disabled permanently (until the device is

restarted).

m Port Configuration
Port Enable Action Tx Mode

= £ | <> v
¥||Enable
Shutdown Port v ||Enable w
Shutdown Port ~ ||Enable |+
= _ - — | pr—
Label Description
Port Switch port number
Enable Activate loop protection functions (as a whole)
Action Configures the action to take when a loop is detected. Valid
values include Shutdown Port, Shutdown Port, and Log or
Log Only.
Tx Mode Controls whether the port is actively generating loop protection
PDUs or only passively look for looped PDUs.

5.4 VLAN

5.4.1 VLAN Membership
A VLAN (Virtual LAN) is a logical LAN based on a physical LAN with links that does not consist

of a physical (wired or wireless) connection between two computing devices but is

implemented using methods of network virtualization. A VLAN can be created by partitioning a

physical LAN into multiple logical LANs using a VLAN ID. You can assign switch ports to a
VLAN and add new VLANS in this page.
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VLAN Membership Configuration

| Refresh || |<< || >> |

Start from VLAN |1 with |20 entries per page.

Port Members
Delete VLAN ID VLAN Name 1 23 45 6

| Add New VLAN |

| Save || Reset |

Label Description

Delete Check to delete the entry. It will be deleted during the next save.
VLAN ID The VLAN ID for the entry

MAC Address The MAC address for the entry

Checkmarks indicate which ports are members of the entry.
Port Members
Check or uncheck as needed to modify the entry

Click to add a new VLAN ID. An empty row is added to the table,

and the VLAN can be configured as needed. Valid values for a
VLAN ID are 1 through 4095.

After clicking Save, the new VLAN will be enabled on the selected
Add New VLAN _ _
switch stack but contains no port members.

A VLAN without any port members on any stack will be deleted
when you click Save.

Click Delete to undo the addition of new VLANS.

5.4.2 Port Configurations
This page allows you to set up VLAN ports individually.
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Auto-refresh | Refresh |

Ethertype for Custom S-ports 0x|ssas

VLAN Port Configuration

Port Port Type

= <>

Unaware
Unaware
Unaware
Unaware

Unaware

O tn B W R

Unaware

Ingress Filtering Frame Type “::1): VLANID Tx Tag
<= r < hd 1 | < r
All v Specific ¥ 1 |Untag_pvid ¥
All v Specific ¥ 1 |Untag_pvid ¥
All v Specific ¥ 1| |Untag_pwvid ¥
All v Specific ¥ 1 |Untag_pvid ¥
All v Specific ¥ 1 |Untag_pvid ¥
All v Specific ¥ 1| |Untag_pwvid ¥

[ Save | Reset |

Label

Description

Ethertype for

customer S-Ports

This field specifies the Ether type used for custom S-ports. This is

a global setting for all custom S-ports.

The switch port number to which the following settings will be

Port )
applied.
Port can be one of the following types: Unaware, Customer
(C-port), Service (S-port), Custom Service (S-custom-port).
Port type

If port type is Unaware, all frames are classified to the port VLAN

ID and tags are not removed.

Ingress Filtering

Enable ingress filtering on a port by checking the box. This
parameter affects VLAN ingress processing. If ingress filtering is
enabled and the ingress port is not a member of the classified
VLAN of the frame, the frame will be discarded. By default,

ingress filtering is disabled (no check mark).

Frame Type

Determines whether the port accepts all frames or only
tagged/untagged frames. This parameter affects VLAN ingress
processing. If the port only accepts tagged frames, untagged
frames received on the port will be discarded. By default, the field

is set to All.

Port VLAN Mode

The allowed values are None or Specific. This parameter affects
VLAN ingress and egress processing.
If None is selected, a VLAN tag with the classified VLAN ID is

inserted in frames transmitted on the port. This mode is normally
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used for ports connected to VLAN-aware switches. Tx tag should
be set to Untag_pvid when this mode is used.

If Specific (the default value) is selected, a port VLAN ID can be
configured (see below). Untagged frames received on the port are
classified to the port VLAN ID. If VLAN awareness is disabled, all
frames received on the port are classified to the port VLAN ID. If
the classified VLAN ID of a frame transmitted on the port is
different from the port VLAN ID, a VLAN tag with the classified
VLAN ID will be inserted in the frame.

Configures the VLAN identifier for the port. The allowed range of
the values is 1 through 4095. The default value is 1.

Port VLAN ID
Note: The port must be a member of the same VLAN as the port
VLAN ID.
Determines egress tagging of a port. Untag_pvid: all VLANs
Tx Tag except the configured PVID will be tagged. Tag_all: all VLANSs are

tagged. Untag_all: all VLANs are untagged.

Introduction of Port Types
Below is a detailed description of each port type, including Unaware, C-port, S-port, and

S-custom-port.

Ingress action

Egress action

Unaware

The function of
Unaware can
be used for
802.1QinQ
(double tag).

When the port receives untagged frames, an
untagged frame obtains a tag (based on PVID)
and is forwarded.

When the port receives tagged frames:

1. If the tagged frame contains a TPID of
0x8100, it will become a double-tag frame and
will be forwarded.

2. If the TPID of tagged frame is not 0x8100
(ex. Ox88AB8), it will be discarded.

The TPID of a frame
transmitted by Unaware
port will be set to
0x8100.

The final status of the
frame after egressing
will also be affected by

the Egress Rule.

C-port

When the port receives untagged frames, an
untagged frame obtains a tag (based on PVID)
and is forwarded.

When the port receives tagged frames:

1. If the tagged frame contains a TPID of
0x8100, it will be forwarded.

The TPID of a frame
transmitted by C-port
will be set to 0x8100.
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2. If the TPID of tagged frame is not 0x8100
(ex. Ox88AB8), it will be discarded.

S-port

When the port receives untagged frames, an
untagged frame obtains a tag (based on PVID)
and is forwarded.

When the port receives tagged frames:

1. If the tagged frame contains a TPID of
0x8100, it will be forwarded.

2. If the TPID of tagged frame is not Ox88A8
(ex. 0x8100), it will be discarded.

The TPID of a frame
transmitted by S-port
will be set to 0x88AS8.

S-custom-port

When the port receives untagged frames, an
untagged frame obtains a tag (based on PVID)
and is forwarded.

When the port receives tagged frames:

1. If the tagged frame contains a TPID of
0x8100, it will be forwarded.

2. If the TPID of tagged frame is not 0x88A8
(ex. 0x8100), it will be discarded.

The TPID of a frame
transmitted by
S-custom-port will be
set to a self-customized
value, which can be set
by the user via
Ethertype for Custom
S-ports.
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Below are the illustrations of different port types:

.No VLAN

VID:5
TPID:8100

N-

VID=PVID
TPID:8100

VID:5
TPID:88A8

Packet Discarded

.No VLAN

VID:8
TPID:8100

/ 9000 Series
VID:8
TPID:88A8

Packet Discarded

VID:8
TPID:8100

ORing Industrial Networking Corp 64



OR’ng IGS-9042GP Series User Manual

.No VLAN .No VLAN
VID:10
TPID:8100

Packet Discarded

9000 Series
VID:10 VID:10
TPID:88A8 TPID:88A8

.No VLAN

Packet Discarded

.No VLAN
.
9000 Series

VID:§
TPID:88A8 VID:5
TPID:8123

20 Gleaoateat |

ATERUE L

VID:5
TPID:8100

1 S-custom-port is used for user \:
| defined TPID .While Ethertype for '
| Custom S-ports is configured to 8123 1
! i
: }

. outgoing packet will bring with TPID
\ 8123 tag .

ORing Industrial Networking Corp



ORing

IGS-9042GP Series User Manual

Examples of VLAN Settings
VLAN Access Mode:

VLAN 20

Switch A,

VLAN 10

Switch A
9000 Series

1B
D P7

Fl

O

Switch B
9000 Series

Switch C
9000 Series

|5

VLAN Trunk
10,20

Port 7 is VLAN Access mode = Untagged 20
Port 8 is VLAN Access mode = Untagged 10

Below are the switch settings.

Open all
B System Information
& FrontPanel
i Basic Setting
M DHCP ServerRelay
i Port Setting
M Redundancy
= & VLAN
B VLAN Membership
@ Ports
i Private VLAN
| SNMP
i Traffic Prioritization
M Multicast
W Security
i Warmning

i Monitor and Diag

i synchronization
W PoE

W waming
Monitor and Diag
@ Synchronization
W FoE
g Factory Default
em Reboot

VLAN Trunk
10,20

VLAN Membership Configuration

[Refresh ][ [<< ][ = ]

Start from VLAN with entries per page.

Delete VLAN ID

VLAN Name

VLAN 20

Port Members
123456 78 9 101112

1
il 10
El 20

default

wlan10)

wlan20)

Il
| I | | [

vl v [V v | v | | | |

[

[ [ [

1] 10

for port 1 VLAN trunk setting

for port 7 & port 8 VLAN Access

- O 1

1 O [Tagged v [Spedific »] 1| [Tag_all v
2 F] [an v| [None v [Untag_pvid |
3 O [an v| [Specific v| 1| [Untag_pvid +|
4 F] [a v| [Specific v| 1| [Untag_pvid + |
5 |Unaware ¥ ] [all v| [Specific v/ 1| [Untag_pvid + |
6 |Unaware v ] |Untagged v |Specific ¥| 10| [Untag_pvid ¥ |
7 O [Untagged | [Specific +| 20| [Untag_pvid +|
8 ¥l |[Untagged ¥ | [Specific +| 30| [Untag_pvid v
T naare sl ™ T peCnic Teag P |
10 F] [an v| [specific v| 1| [Untag_pvid + |
11 [nzware - m [an w! lenarific wl 1 [imraa muid sl
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VLAN 1Q Trunk Mode:

Switch A Switch B Switch C
VLAN 10 9000 Series 9000 Series 9000 Series N 10
]+
[+
Fl P2 Pl P2
= L VLAN Trunk Q VLAN Trunk

VLAN 20
VLAN 20 10,20 10,20

Switch B,
Port 1 = VLAN 1Qtrunk mode = tagged 10, 20
Port 2 = VLAN 1Qtrunk mode = tagged 10, 20

Below are the switch settings.

Open all VLAN Membership Configuration
Systemn Information
i [ Refresh ][ |<< ][ 3 ]
rve-rfReIay Start from VLAN with entries per page.

M Port Seiting
M Redundancy

Port Members

=& VLAN Delete VLAN ID VLAN Name
B VLAN Membership
B Ports O 10 VLAN10 I o
Private VLAN 0 20 vLanzo| MMINCOO OO0 00
Add New VLAN

ORing Industrial Networking Corp 67



IGS-9042GP Series User Manual

Open all

senver/Relay
M Port Setting
M Redundancy

Auto-refresh [J

Ethertype for Custom S-ports Ox[ssas |
VLAN Port Configuration

Port Port Type

Port VLAN

=& VLAN Ingress Filtering Frame Type Mode )
B VLAN Membership il [ ™ [« M| 1ill<= &
i —
=] 1 |C-port b O Tagged % |Specific ¥ 1| |Tag_all v
W Private VLAN =

2 O [Tagged v [Specific ¥ 1] [Tag_all v
| e ——1 I 1 [ 1l I 1l

Traffic Prioritization e = m— S————— TN TR T
4 O (Al | [Specific v 1| [untag_pvid ¥
5 O [Al v| [Specific v| 1| [untag_pvid ¥
6 0 (Al v] [spedficw| |  1|[Untag_pvid ¥
Mcnmtcnrarm I;nag 7 O |;'+II V| |Specific V| 1| |Untag_pvid

Synchronization . P ;
PoE g |Unaware hd O |;+II V| |Specn‘|c V| 1| |Untag_pvid ¥
Factory Default 9 |Unaware b O |;'+II V| |Specific V| 1| |Untag_pvid
System Reboot 10 |Unaware v | |;'+II V| |Specific V| 1| |Untag_pvid
11 |Unaware b O |;'+II V| |Specific V| 1| |Untag_pvid
12 |Unaware M ] [all v| [spedific v | 1| [Untag_pvid +|

VLAN Hybrid Mode:
Port 1 VLAN Hybrid mode = untagged 10
Tagged 10, 20

Below are the switch settings.

Open all
B System Information
® FrontPanel

VLAN Membership Configuration

[Refresh ][ |<< ][ > ]

Start from VLAN with entries per page.

i Port Setting
M Redundancy

Port Members

=& VLAN Delete VLAN ID VLAN Name 1234567 389101112
O 1 default

g Po @ 10 vian1o| MO0 1

@ Private VLAN O 20 vian20| MO 4 M

i snmP

M Traffic Prioritization
Multicas

i Security
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Open all Auto-refresh []

B System Information
g Front Panel Ethertype for Custom S-ports Oxssas |
@ Basic Setting
s i o VLAN Port Configuration
M Fort Setting
M Redundancy

Port VLAN

Port Type Ingress Filtering Frame Type

=& VLAN Mode D
B VLAN Membership = | v ] o v [<= [ e v
g Pors [ 1 O [al v| [Specific »| 10| [Untag_all v’]
i Private VLAN ———

CEee T Unaviare ™ O EL 7T None ¥

M Traffic Prioritization 3 O [l ¥| |Specific v| 1| |Untag_pvid i+

8 Muiticast 4 O [al v| [Specific | 1| [Untag_pvid *

i Security 5 O [al v| [Specific +| 1| |Untag_pvid ¥

i Warning & [l [All v| |Specific +| 1| [Untag_pvid +

@ onitor and Diag 7 O [al v| [Specific »| 1| |Untag_pvid #

i Synchronization = -

& FoE g8 | [al v| [Specific | 1| |Untag_pvid +
& Faclory Default o [ [All v| |specific v| 1| [Untag_pvid +
& System Reboot 10 O [All v| |specific +| 1| [Untag_pvid »

11 | [al v| [Specific »| 1| |[Untag_pvid v
12 [Unaware v ] [All v| |specific v| 1| [Untag_pvid +|

VLAN QinQ Mode:
VLAN QinQ mode is usually adopted when there are unknown VLANSs, as shown in the figure

below.

VLAN “X” = Unknown VLAN

BM-2900 BM-2000
VLAN "X" - .
»f] ) VLAN VLAN Pl( VLAN "X
TRUNK 200 TRUNK 200
P2 P2
—
tagged X + tagged tagged 200
w;gg::dz;(] Setting VLAN
QinQ 200

9000 Series Port 1 VLAN Settings:
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Open all VLAN Membership Configuration
B System Information
@ Front Panel

||

| |

i Port Setting

@ Redundancy

=& VLAN

B VLAN Membership

[Refresh ][ << ][ >> ]

Start from VLAN with entries per page.

Port Members

1234567 89101112
MMV b A ]

VLAN Name
default

Delete VLAN ID

B Pors (O 200 ong MO0 L O
W Frivate VLAN \
i SnmP Add New VLAN
M Traffic Prioritization
M Muticast

W Security

Auto-refresh []
Ethertype for Custom S-ports Oxjseas |

Open all
@ System Information
@ Front Panel

setting
FEUERIE VLAN Port Configuration
‘ort Setting
@ Redundancy . . Port VLAN
=& VLAN Port Type Ingress Filtering Frame Type Mode n Tx Tag
B VLAN Membership = e v [] <o v o v 1< v
=] FIC!HE 1 |Unaware M | [all ~| [spedific »| 200| [Untag_all  +]
M Private VLAN 2 [Coport 3 O T d ~ [n v| [T Il v|
| sNMP _—DG agge one ag_a
@ Traffic Prioritization naware L1 TAT =T TSpedmc 5| 1 |Unfag_pv|a d
- 4 O Al ~| [Specific v 1) [Untag_pvid v|
5 O Al ¥| [Specific ¥ 1) [untag_pvid ¥]
6 O E] ~| [spedific ¥ 1] [untag_pvid v]

VLAN ID Settings
When setting the management VLAN, only the same VLAN ID port can be used to control the

switch.

9000 Series VLAN Settings:

Open all
B Systemn Information
g Front Panel

IP Configuration

Configured Current

= & Basic Setting DHCP Client O
EHEI.C Setting IP Address 192.158.10.2 192.158.10.2
Admin Password
Auth Method IP Mask 255.255.255.0 255.255.255.0
IP Setting IP Router 0.0.0.0 0.0.0.0
IPvE Setting 1 1
HTTFS SNTP Server

S5H

LLDP
Modbus TCP
Backup

[ Save ][ Reset ]

Restore
Upagrade Firmware

L i i i i
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5.4.3 Private VLAN

A private VLAN contains switch ports that can only communicate with a given "uplink”. The
restricted ports are called private ports. Each private VLAN typically contains many private
ports and a single uplink. The switch forwards all frames received on a private port out the
uplink port, regardless of VLAN ID or destination MAC address. A port must be a member of
both a VLAN and a private VLAN to be able to forward packets. This page allows you to
configure private VLAN memberships for the switch. By default, all ports are VLAN unaware
and members of VLAN 1 and private VLAN 1.

Auto-refresh Refresh |

Private VLAN Membership Configuration

Port Members

Delete PVLANID 1 2 32 4 5 6
1 ¥ & ¥ ¥ (& ¥

Add Mew Private VLAN |

Label Description

Delete Check to delete the entry. It will be deleted during the next save.
Private VLAN ID Indicates the ID of this particular private VLAN.

MAC Address The MAC address for the entry.

A row of check boxes for each port is displayed for each private
VLAN ID. You can check the box to include a port in a private
Port Members VLAN. To remove or exclude the port from the private VLAN,
make sure the box is unchecked. By default, no ports are
members, and all boxes are unchecked.

Click Add new Private VLAN to add a new private VLAN ID. An

empty row is added to the table, and the private VLAN can be
configured as needed. The allowed range for a private VLAN ID is
the same as the switch port number range. Any values outside
Adding a New Static | this range are not accepted, and a warning message appears.
Entry Click OK to discard the incorrect entry, or click Cancel to return to
the editing and make a correction.

The private VLAN is enabled when you click Save.

The Delete button can be used to undo the addition of new

private VLANS.
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A private VLAN is defined as a pairing of a primary VLAN with a secondary VLAN. A

promiscuous port is a port that can communicate with all other private VLAN port types via the

primary VLAN and any associated secondary VLANSs, whereas isolated ports can

communicate only with a promiscuous port.

Auto-refresh Refresh

Port Isolation Configuration

Port Number

1 2 3 4 5 6

Save Feset

Label

Description

Port Members

When checked, port isolation is enabled for that port.

By default, port isolation is disabled for all ports.

A check box is provided for each port of a private VLAN.

When unchecked, port isolation is disabled for that port.

5.5 SNMP

SNMP (Simple Network Management Protocol) is a protocol for managing devices on IP

networks. It is mainly used network management systems to monitor the operational status of

networked devices. In an event-triggered situation, traps and notifications will be sent to

administrators.

5.5.1 SNMP System Configurations

SNMP System Configuration

Mode

Version

Enabled w
SMNMP vZ2c w

Read Community Q8=
Write Community BlsEE

Engine ID
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Label Description

Indicates existing SNMP mode. Possible modes include:
Mode Enabled: enable SNMP mode

Disabled: disable SNMP mode

Indicates the supported SNMP version. Possible versions include:
Version SNMP v1: supports SNMP version 1.

SNMP v2c: supports SNMP version 2c.
SNMP v3: supports SNMP version 3.

Read Community

Indicates the read community string to permit access to SNMP agent.
The allowed string length is 0 to 255, and only ASCII characters from
33 to 126 are allowed.

The field only suits to SNMPv1 and SNMPv2c. SNMPv3 uses USM
for authentication and privacy and the community string will be

associated with SNMPv3 community table.

Write Community

Indicates the write community string to permit access to SNMP
agent. The allowed string length is 0 to 255, and only ASCII
characters from 33 to 126 are allowed.

The field only suits to SNMPv1 and SNMPv2c. SNMPv3 uses USM
for authentication and privacy and the community string will be

associated with SNMPv3 community table.

Engine ID

Indicates the SNMPv3 engine ID. The string must contain an even
number between 10 and 64 hexadecimal digits, but all-zeros and
all-'F's are not allowed. Change of the Engine ID will clear all original

local users.

SNMP Trap Configuration

Trap Mode Disabled A
Trap Version SNMP v1 w
Trap Community public

Trap Destination Address

Trap Destination IPv6 Address QB

Trap Authentication Failure Enabled b
Trap Link-up and Link-down Enabled A
Trap Inform Mode

Trap Inform Timeout {seconds)

Trap Inform Retry Times

[ Save ][ Reset ]
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Label Description
Indicates existing SNMP trap mode. Possible modes include:
Trap Mode Enabled: enable SNMP trap mode

Disabled: disable SNMP trap mode

Trap Version

Indicates the supported SNMP trap version. Possible versions
include:

SNMP v1: supports SNMP trap version 1

SNMP v2c: supports SNMP trap version 2c

SNMP v3: supports SNMP trap version 3

Trap Community

Indicates the community access string when sending SNMP trap
packets. The allowed string length is 0 to 255, and only ASCII

characters from 33 to 126 are allowed.

Trap Destination
Address

Indicates the SNMP trap destination address

Trap Destination

Provides the trap destination IPv6 address of this switch. IPv6
address consists of 128 bits represented as eight groups of four
hexadecimal digits with a colon separating each field (:). For

example, in 'fe80::215:c5ff:fe03:4dc7', the symbol ":' is a special

IPv6 Address
syntax that can be used as a shorthand way of representing multiple
16-bit groups of contiguous zeros; but it can only appear once. It also
uses a following legally IPv4 address. For example, ::192.1.2.34".
Trap Indicates the SNMP entity is permitted to generate authentication

Authentication

Failure

failure traps. Possible modes include:
Enabled: enable SNMP trap authentication failure

Disabled: disable SNMP trap authentication failure

Trap Link-up and

Link-down

Indicates the SNMP trap link-up and link-down mode. Possible
modes include:

Enabled: enable SNMP trap link-up and link-down mode

Disabled: disable SNMP trap link-up and link-down mode

Trap Inform Mode

Indicates the SNMP trap inform mode. Possible modes include:
Enabled: enable SNMP trap inform mode

Disabled: disable SNMP trap inform mode

Trap Inform

Timeout(seconds)

Configures the SNMP trap inform timeout. The allowed range is 0 to
2147.

Trap Inform Retry

Times

Configures the retry times for SNMP trap inform. The allowed range
is 0 to 255.
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5.5.2 SNMP Community Configurations

You can define access to the SNMP data on your devices by creating one or more SNMP
communities. An SNMP community is the group that devices and management stations
running SNMP belong to. It helps define where information is sent. A SNMP device or agent
may belong to more than one SNMP community. It will not respond to requests from
management stations that do not belong to one of its communities. This page allows you to

configure SNMPv3 community table. The entry index key is Community.

SNMPv3 Communities Configuration

Delete Community Source IP Source Mask
F] public 0.0.0.0 0.0.0.0
"] private 0.0.0.0 0.0.0.0

[ Add new community ] [ Save H Reset ]

Label Description

Delete Check to delete the entry. It will be deleted during the next save.

Indicates the community access string to permit access to SNMPv3
Community agent. The allowed string length is 1 to 32, and only ASCII characters

from 33 to 126 are allowed.

Source IP Indicates the SNMP source address

Source Mask Indicates the SNMP source address mask

5.5.3 SNMP User Configurations

Each SNMP user has a specified username, a group to which the user belongs,
authentication password, authentication protocol, privacy protocol, and privacy password.
When you create a user, you must associate it with an SNMP group. The user then
inherits the security model of the group. This page allows you to configure the SNMPv3 user

table. The entry index keys are Engine ID and User Name.

SNMPv3 Users Configuration

Security Authentication Authentication Privacy Privacy

DEEE ErTreny Level Protocol Password Protocol Password
O 800007e5017f000001 default_user MNoAuth, NoPriv None MNone MNone None
[ Add new user ] [ Save ][ Reset ]
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Label

Description

Delete

Check to delete the entry. It will be deleted during the next save.

Engine ID

An octet string identifying the engine ID that this entry should belong
to. The string must contain an even number between 10 and 64
hexadecimal digits, but all-zeros and all-'F's are not allowed. The
SNMPv3 architecture uses User-based Security Model (USM) for
message security and View-based Access Control Model (VACM) for
access control. For the USM entry, the usmUserEnginelD and
usmUserName are the entry keys. In a simple agent,
usmUserEnginelD is always that agent's own snmpEnginelD value.
The value can also take the value of the snmpEnginelD of a remote
SNMP engine with which this user can communicate. In other words,
if user engine ID is the same as system engine ID, then it is local

user; otherwise it's remote user.

User Name

A string identifying the user name that this entry should belong to.
The allowed string length is 1 to 32, and only ASCII characters from
33 to 126 are allowed.

Security Level

Indicates the security model that this entry should belong to. Possible
security models include:

NoAuth, NoPriv: no authentication and none privacy

Auth, NoPriv: Authentication and no privacy

Auth, Priv: Authentication and privacy

The value of security level cannot be modified if the entry already
exists, which means the value must be set correctly at the time of

entry creation.

Authentication

Protocol

Indicates the authentication protocol that this entry should belong to.
Possible authentication protocols include:

None: no authentication protocol

MD5: an optional flag to indicate that this user is using MD5
authentication protocol

SHA: an optional flag to indicate that this user is using SHA
authentication protocol

The value of security level cannot be modified if the entry already
exists, which means the value must be set correctly at the time of

entry creation.

Authentication

A string identifying the authentication pass phrase. For MD5
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Password

authentication protocol, the allowed string length is 8 to 32. For SHA
authentication protocol, the allowed string length is 8 to 40. Only

ASCI| characters from 33 to 126 are allowed.

Privacy Protocol

Indicates the privacy protocol that this entry should belong to.
Possible privacy protocols include:

None: no privacy protocol

DES: an optional flag to indicate that this user is using DES

authentication protocol

Privacy Password

A string identifying the privacy pass phrase. The allowed string length

is 8 to 32, and only ASCII characters from 33 to 126 are allowed.

5.5.4 SNMP Group Configurations

An SNMP group is an access control policy for you to add users. Each SNMP group is

configured with a security model, and is associated with an SNMP view. A user within an

SNMP group should match the security model of the SNMP group. These parameters specify

what type of authentication and privacy a user within an SNMP group uses. Each SNMP group

name and security model pair must be unique. This page allows you to configure the SNMPv3

group table. The entry index keys are Security Model and Security Name.

SNMPv3 Groups Configuration

Delete Security Model Security Name Group Name
] vl public default_ro_group
il vl private default_rw_group
] V2C public default_ro_group
] V2C private default_rw_group
] Lism default_user default_rw_group

[ Add new group ]

[ Save ][ Reset ]

Label

Description

Delete

Check to delete the entry. It will be deleted during the next save.

Security Model

Indicates the security model that this entry should belong to. Possible
security models included:

v1: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

Security Name

A string identifying the security name that this entry should belong to.
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The allowed string length is 1 to 32, and only ASCII characters from
33 to 126 are allowed.

Gro